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Introduction

NetSpective is a sophisticated Internet content filtering appliance that maximizes the performance and
security of youdata network by eliminating undesirable web traffic. Its Faount configuration easily
connects to your network, and its filtering and operational controls are simple and flexible. The web
hosted interface provides redime status updates and controhéluding compliance with federal

filtering mandates and communications tracking requirements.

PassiveConfigurations for the NetSpectiv€ontentFilter

As aPassive or Transparefifter, NetSpective prevents network performance degradation. Side”Scan
is a firewallindependent filtering technology designed into NetSpective that reviews every packet of
information going out to the web, including HTTP, HTTPS, FTP, NNTP, chiat;geeer Skypg, VolIP,
and streaming media, and interrupts connections to wedssor file sharing applications that have been
blocked.

The signature based inspection incorporated into Side Scan enables a single NetSpective appliance to
scale to support unlimited users in large networks as well as distributed networks leveraging
NetSpective's ability to selectively replicate policy and device settings.

Flexible usedefined categories, URL and IP address white list or black list import functionality, file
extension control, and robust search term restrictions tighten security enfoecs in sensitive, closed
network environments where data loss protection is critical.

Introduction



NetSpective Passive Configuration

Proxy Server /
Gateway / Firewall

Local Area Network
Switch with Port

’L ] Mirroring or SPAN

— LAN A Administrative NIC LAN B Monitoring NIC
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NetSpective

LAN A sends blocking/redirection commands such as Block Pages and Portal reédité@snonitors
all network traffic as it passes by.

Web ProxyConfigurations for tie NetSpectiveContentFilter

As aWeb Proxy in addition to web filtering, NetSpective traffic shaping optimizes service for high
priority applications while providing flexible control over nonessential, resecimessive and

undesirable traffic. Traffishaping schedules communication streams into different classes of service
with bandwidth limits and priorities. Control extended by group policy and Internet category allows the
flexibility to block, log, or prioritize traffic.
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NetSpective Proxy Configuration

Proxy Server /
Gateway / Firewall

Local Area Network -

Switch
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LAN A Administrative /
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NetSpective

Addressing Proxy Avoidanaeith an Integrated Solution

By combining both th®assiveandWeb Proxysolutions NetSpective expands protection by sealing

security holes that often go undiscovered until the inevitable occurs. Proxy avoidance attempts can be
caught without additional @nt-side configuration.
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Software as a Service Configurations for the NetSpective Content Filter

As aSaaS OfferingNetSpective is capable of filtering and reporting on traffic both on and off the
network, through the use of Remote Agents.

Security concers and legal liability of threats caused by remote users increase sharply as computers
leave your network's border security. Malware, spyware, phishing sites, closed P2P applications like
Skype and proxy avoidance tools like Ultra Surf are the typicaitsulldetSpective's Remote Agent
technology enforces internet policies regardless of physical location.

Installed at the socket level in Windows and Mac operating systems, agents protect and log all remote
user Internet activity, are password protectemhd provide a complete audit trail of all internet activity.

NetSpective Remote Agent

Remote Agent /
Protocol

(A

Remote Access
Users

( LAN

Saas offering deploys Remote Agents to workstations, but hosts the appliance in the cloud.
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Passive Features
1 Configuration Options

0]
0]
0]
0]

Passive inspection using deep packet Side Scan technology
Remote Agent policy enforcement for mobile users with auditing
Mobile Portal with Pairing authentication for BYOD initiatives
IPv6 Support

9 Filtering Control

(0]

O OO O0OO0OO0OO0OO0OOo

(0]

Over 100 Categories including URL, P2P, Protocols, and Malware
HTTPS and SSL Deep Packet Inspectio

Micro-updates classification of unknown content

Unlimited Group Policies by user, group, time of day, day of week
Flexible Override control with automatic expiration

Scalable to filter unlimited users in NAT, N¥AT, & roaming DHCP
Loadbalanced and fé&ver cluster modes

Centralized Management with policy & configuration replication
Web Browser Singi8ignrOn authentication for Windows domains
LDAP Integration for users, groups, and device managers
YouTube for Schools provides group associatiolY éTube EDBccounts

1 Network Interoperability

0 Reailtime Network Abuse Notification

0 Security profiles by group and category

0 Automatic system backups and OBetton product upgrades

0 OnBox drill down reportaind a historical detail reporting suite
Introduction
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Proxy Features

1
1
T

= =4
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Traffic Shaping (Prioritization and limits)
Divides bandwidth fairly between users
SSL Validation detects categories ofSERT (Server has a certificate);[SSCERT, and RAW
o Blocking RAW and SNDCERT will shut down Skype,TBitent, Gnutella, etc...
Can block categories of Direct Connectidinrated IP and Direct Connectioebnrated
Hostname
o Similar to HTTPS Unrated of passive product
Very fast (gbps, 5000 users, 180 connections)
Read only FFPHTTP Gateway
0 You can browse tdftp://microsoft.com” and theNetSpectivewill return a webpage
with a directory list, or a file
0 You can use a client like Filezilla, which supports a HTTP/1.1 proxy, to do full read/write
FTP
High Availability Clustering SupportN2tSpectivesl is in standby mode if the other dies)
Supports session based NTLM, Basic (LDAP), or Kerberos authentication
o0 Works great in NAT or DHCP roaming scenarios
Supports most prexistingNetSpectivdeatures
0 Supports all current authentication options (PortabgonAgentRemote Agent
o0 Safe Search, Abuse, Policy Reminder, Hot Updates, Overrides, GroupBraticyPage
Overrides, LDAP
Supports IP based authentication methods like Logon Agent artdl Por
Supports the Proxy Auto Configuration protocol, used by Internet Explorer, Firefox, and other
browsers / operating systems
Supports IP& from proxy to internet

Not Supportedin Proxy

T

1

Terminal ServefAgentisNOT supported bthe proxy solution Termiral Server users should just
go through the proxy instead.

Protocol Detection (Like Chat protocdP2Pprotocols)is NOT supported. (See above about
RAW and SSMOCERT, which can accomplish the same task).

Protocols in the Groupdficy screeronly applyto Remote Agentsommunicating with
NetSpective

See hover text for more exclusive featur&ample: HTTPS Unrated says Passive /teemo
Agent only.

Introduction _



SaaS Features
1 Remote Agent policy enforcement fdfindows and Macisers with auditing
1 Hosted in the clou@nd contains most features seen in Passive product
1 LDAP Integration for users, groups, and device managers
o Provided by request and requires professional services

Not Supported

i Loadbalanced and failover cluster modes
1 Mobile Portal with Pairing authentitan for BYOD initiatives

List of Ports NetSpective Uses
Below is the list of ports used by NetSpective Passive and Proxy.

Service From Clients To OLS To NetAuditor
Administration Interface TCP 80/ 443 X

Portal TCP 81 X

Logon Agent UDP 2020 X

Terminal Server UDP 2050 X

Remote Agent TCP/UDP 3001 X

Proxy Port TCP 3128 X

Block Page TCP 8080 X

Software, Category Updates  TCP 21 X

FTP Logging TCP 21 X
NTP UDP 123 X

SSL Host Validator Service TCP 443/ 4343 X

Syslog TCP otJDP 514 X

NetSpectivedPv6Passive Deployment
NetSpective Passive can be deployed in two ways:

We can deploy in an environment where the IPv4 stack is turned on.

We can deploy in an environment where the IPv4 and IPv6 stacks are turned on. This is referred to as a
Dual Staclenvironment. This enables IPv6 passive filtering.

When working in a dual stack environment, we are making the assumption that every wonkstatio

receive IPv4 traffic. While NetSpective will monitor all IPv4 and IPv6 traffic on the network, we will only
send block pages and portal pages across IPv4. Traffic can still be intercepted and logged regardless of
which stack the traffic appears onoWever if you wish to receive a block page, the IPv4 stack will still
need to be enabled.

NetSpective IPv6 Passive Deployment



NetSpective IPv6 Global Proxy Deployment

NetSpective Global Proxy should also be deployed in a dual stack environment only. The difference is,
the proxy appliance i be configured with both an IPv4 and an IPv6 address.

Device Settings admin | help | logout
B = | L | search % 88 Group: | System v

Network (IPv4) [ Network (IPv6) —| Certificate J Advanced

The NetSpective device allows you to configure some network settings. such as the network interfaces, DNS settings, and
static routes. These settings will allow the device more flexibility and a greater range of control in more complicated networks
Note: Changing an interface’s IP or netmask will require a restart of system senices which may take a few minutes

IPv6 Settings

¥ Enable IPv6 Network Interfaces and Static Routes

Interfaces

meriace b roi port[Siais | MacAdaress |
Admin 2001:480:2340:28::2:100 64 Lan A 1000 Full 00:0c:29:c3:f9:9e
External 2001:480:e340:a:ffff:10 64 LanB 1000 Full 00:0¢:29:c3:f9:a8

Default Gateway:  2001:480:2340:28:1

Additional Routes

(8 [oosinaion ——_[proix ___JGatowar _________Jmorico |
2 0

2001:480:e340:a:1 External

[ Delete |[ Add |

As the picture above shows, there are now two Network tabs. One for IPv4 and one for IPv6. The
appliance can still be configured as a single port proxy, or a dual port proxy. Each interfeeguivél

an IPv4 and IPv6 IP address. The appliance still relies on the environment being dual stack for receiving
block pages across IPv4. The minimum requirement for enabling proxy is to have an Admin IP address
and an associated Default Gateway. If yo&i asing a dual port proxy, then you will want to specify an
additional route for the External interface.

NetSpective IPv6 Global Proxy Deployment _



Device Information

Under the Device Information heading, you will find links to various sections providing information on
the version oNetSpective, licensing information, availability of updates, as well as network and CPU

utilization. This section also provides links for easy access to your reporting tools.

m Device Information

Host Name: wigamptrl

License: Active
Updates: Current
CPU Load: 5%
Network: 0 Mbps

Statistics | Reports

General

Host Name

License

Updates
CPU Load
Network
Statistics

Reports

Displays the host name of the current NetSpective deviliekig the host name will
open a dialog with additional system information.

Displays the current status of your NetSpective license. Possible status values a
Inactive, Active, Grace, and Expired. Clicking the status will open a dialog with
additional license information.

Displays the current status of device updates. Possible status values include Avi
In Progress, and Current. Clicking the status will take you to the device updates
Displays the device's curre@PU utilization as a percentagetioé total.

Displays the device's current network load in Mbps (1,000,000 bits per second). |
passive devices, this is the total traffic seen by the Monitoring interface. For prox
devices, this is the totaraffic being proxied for clients.

The 'Statistics' link provides a quick look at the internet activity on your NetSpect
device.

If enabled, the 'Reports’ link will point to an install of NetAuditor somewhere on y.
network. NetAuditor can provide you with more detailed information about your
Internet traffic using logs collected by your NetSpective device.

System Information

You can find the System Information dialog window by clicking on the hostname of your device. Here
you can see information about your appliance including the time and date, the version of software the
- LILJE A

FLILX AFyOS Aada NMzyyAy3d: AYyF2NXYIGA2Y o2dzi GKS
of time since the appliance was last rebooted.

Device Information m



System Date: 2011-08-15
System Time: 16:23:35 EDT
System Version: 3.83-2p10-US
Library Version: 20110814231500
Browser Protection Version: 20110815162245
Total Updates: 828823

CPU Speed: 3000 MHZ
Memory: 2067 MB

Uptime: 3 days, 23:37

System Information

System Date Displays the device's current date.

System Time Displays the device's current time at the moment you opened the dialog. Th
time zone will also be displayed in abbreviated form. To change the time zo
NTP server visit th#dvancedab on the Device Settings page.

System Version Displays the devis software version. Go to the Updates section to check fo
new updates that may be installed manually or to enable automatic updates

Library Version Displays the device's library (categorization list) version. The version contai
date and time valuéndicating when it was created.

Total Updates Displays the total number of categorization additions or changes contained

the last library update that the device downloaded and processed.
A library update can be incremental (containing only the chasge=® the last
update) so the number displayed here does not necessarily indicate the tote
number of entries in the categorization list.

CPU Speed & Memon Displays the device's current hardware information.

Uptime Displays the number of day(s), hoyrésmd minute(s) that the device has been
running since the last boot.

Devi@ Information



License Information

This section provides detailed information on the license of your NetSpective Appliance. If you wish to
purchase additional licenses, or renew your subscriptibease contact TeleMate.Net Software at
(678)589-7100.

~License Information

Product Level: PURCHASED
Filtering Mode: Proxy
Maximum Users: 1000
Maximum Connections: 2000
Maximum Mbps: 10

Remote Agent Users: 0/1000
Terminal Server Ports: 0/100000
Hostname: wgalubou
Subscription Start: 2008-12-03
Subscription End: 2011-12-04
License Key: 2|70M-10CHU-G1L0S-DGTPF

~License Status
License is up to date
Adaptive Filtering Upload is Licensed
Micro Updates are Licensed
Browser Protection is Licensed

Copyright © 2003-2011 TeleMate.Net Software, LLC. A global
provider of Unified Call Management and Internet Security Solutions.

Device Information



License Information

Product Level Displays the device's license level, which may be PURCHASED, EVALUAT
NFR (Not For Resale).

Filtering Mode Displays the device's filtering mode, whitlay be Proxy or Passive.

Maximum Users Displays the maximum number of users your NetSpective is currently licens
support.

Maximum Connections Displays the maximum number of connections the device will accept

(Proxy Only) concurrently from clients.

Maximum Mbps Displays the maximum bandwidth the proxy can receive or transmit. This va

(Proxy Only) limits the total of receive and transmit bandwidth.

Remote Agent Users  Displays the number of currdgtiogged on Remote Agent usexsdthe
maximum number of Remote Agent users for which the device is licensed.

Hostname Displays the device's unique identifier. All log files generated by the device v
have this hostname embedded in the file name.

Subscription Start Displays the datéhat your subscription to the NetSpective Online Service be

Subscription End Displays the date your subscription to the NetSpective Online Service will er

License Key Displays the device's license key code. If you have enabled log file encryptic
NetAuditor will need this key in order to decrypt the device's log files.

License Status Displays the device's current license status and features.

Device Information



Updates

The NetSpective device communicates with the NetSpective Online Service to receive updates and

send Adaptive Filtering, registration, and diagnostic information. The device may receive categorization
changes, license renewals or changes, and system software updates. All communication is done via FTP
and sensitive data is encrypted.

Updates admin | reaister | help | logout

M| & | & A €3 System

MNetSpective communicates with the NetSpective Online Service to receive category and software updates and send Adaptive
Filtering data on day(s) and time(s) of your choice. Update status and/or communication errors are indicated below. If there is a
system software update available you may click "Install Update” to install it.

Update Status

Jan 02 21:00:02 Downlcocaded 1 update

Server.  38.81.6541

Automatic Update

#| Enable Automatic Update

Update Time: 12:00 AM -
Micro Updates:  Ewery 10 Minutes -
Days: ¥ Sunday ¥/ Monday |¥| Tuesday [¥| Wednesday V| Thursday [ Friday [¥| Saturday

Automatic o Manual Updates

The default and recommended option is to enable Automatic Update, which ensures the device always
has the latest categorization list. You may set the time of day and the day(s) of the week that you want
the automatic update to occur. Alteatively, you can click the "Get Updates Now" button to

immediately start an update operation.

Micro Updates

If you are licensed for this feature, you may set a higher frequency interval to check in with the Adaptive
Filtering Service for updates. You nenfigure NetSpective to check for updates every 10 minutes, 1
hour, or 3 hours in addition to the regular daily update. Micro Updates are only enabled on days for
which Automatic Update is enabled.

Installing System Updates

Certain system software updatesay require a confirmation by the System Administrator before they
are installed. If there is a system update ready to be installed, its name and version will be displayed in
the status window and the "Install System Update" button will be enabled. Bicknstall System

Updaté' button to install the updateThe device may reboot itself as part of the install process.

Device Information




Statistics

NetSpective provides several built in, real time, 'gas gauge' type reports as well as the ability to view or
search a recentqrtion of the traffic activity log. For more detailed, flexible, and historical reporting, you
may use NetAuditor to analyze your NetSpective traffic logs.

The real time reports are cleared every night at midnigieBlocked Sites and Search Reportsehav
limited size data buffer that may be reset at various times during the day. These reports display a note
at the bottom indicating from how far back data is available.

Recent Activity (Passive & Proxy), Recent Activity Summary (Proxy only), Bivekethd Block Page
Overrides have the option to add overrides from the report. See Overrides in Reports for more
information.

Activity Reports

Activity Reports are comprised of various access statistics illustrating the web traffic across your
network. These include reports based on blocks, category accesses, protocols, groups and user
summaries.

RecentActivity

This report shows recent internet activity blocked or monitored by NetSpective. Use the search field to
find specific hostnames, users, IP agiles, or categories. Icons are shown if the request was blocked,
an abusive category, or from a remote agent. You may use the search bar at the top of the report to
search for specific activitiRecent Activity will also report on IPv6 traffic. Websitgsdally default to

IPv4 if it is enabled, but you will find some that prefer IPv6. In the example below, Google is a good
testing ground for IPv6 traffic. The IP address shown is that of the user workstation requesting the
webpage from Google.

Statistics TELEMATE\william.babij | reaister | help | logout
O “« 4 Search: leric_turner < Report: | Recent Activity v,
Recent Activity
Jul 08 11:21:13 TELEMATE\eric.turner Development [2001:470:e390:28::4:0] Admin Allow
HTTPS://ati01exs 10.telemate.net:443
Jul 08 11:20:28 TELEMATE\eric.turner Development [2001:470:e390:28::4:0] Internet Tools \:'1
HTTPS:/iwww.google-analytics.com:443
Jul 08 11:20:28 TELEMATE\ericturner Development [2001:470:2390:28::4:0] Internet Tools F1
HTTPS:/iwww.google-analytics.com:443
Jul 08 11:20:27 TELEMATE\eric.turner Development [2001:470:2390:28::4.0] Internet Tools H
HTTPS:/Mww.google-analytics.com:443
Jul 08 11:20:27 TELEMATE\eric.turner Development [2001:470:2390:28::4.0] Internet Tools \31
HTTPS:/Mwww.google-analytics.com:443
Jul 08 11:20:10 TELEMATE\eric.turner Development [2001:470:e390:28::4:0] Internet Tools \:I1
HTTPS:/iclients6.google.com:443
Jul 08 11:19:30 TELEMATE\eric.turner Development [2001:470:e390:28::4:0] Web E-Mail F1
HTTPS://mail.google.com:443

Device Information



In proxy mode, you may click th@icon to view additional data such as the priority, duration, total
bytes received and sent, and any error status.

Recent Activity
= Aug 06 11:20:11 TELEMATEreuben.richardson Support 192.168.5.230:4236 Web E-Mail

HTTP:imail.google.comfmailichannellbind ?VER=6&it=25197 51 &at=xn3j35fhyfaobyB8nwegdBBiigi&RID=rpc&SID=57F 45830F 55F 01 CD&CI=08AID=291 &TYPE=x
mihttp&ze=d3g9h4-81a3c7 &t=1

Priority: Medium Transmitted (KB): 1.662

Duration: 00:03:17 Received (KB): 0.513

Status: 200 Authentication: Negotiate - Kerberos

[(® Aug 06 11:20:10 TELEMATE\michael.hartley Sales 192.168.5.185:3868 Travel

HTTP68.142.228.15/us.f521 mail. yahoo.comiyalsecuredownload?clean=08&fid=Sent&mid=1_331464_AHMwvs4AAJeESnpKMwNpayh8oKY&pid=2&thef=&prefFile
name=P1010598.JPG&cred=B_ANCcP21QxsK8iz5fhatsyExS 1 LTWvbkbNwndBwZDOTcKBATTYmYGnFkualc_w_7_fi2XewQqoSH2Kwvdg_8kNBBj1ip2ilP90QRAZKGN
0&ts=12495720308ner=ymail&sig=j5dIUg0caZRsNd1 eAt50kA--

(=) Aug 06 11:20:05 TELEMATE\michael.hartley Sales 192.168.5.185:3673 Web E-Mail
TTPius.f521.mail.yahoo.comfyaidownload?clean=0&fid=Sent&mid=1_331464_AHMwvs4AAJeESnpKMwNpayhBoKY&pid=2&tnef=&prefFilename=P1010598.JPG
Priority: Medium Transmitted (KB): 1.879

Duration: 00:00:00 Received (KB): 0714

Status: 302 Authentication: Negatiate - Kerberos

[ Aug 06 11:20:04 TELEMATE\michael.hartley Sales 192.168.5.185:3744 Web E-Mail

HTTP:fus.me521 . mailyahoo.comime/showMessage?fid=Sent&filterBy=&midindex=0&mid=1_331464_AHMwys4AA JeESnpKMwNpoayh8oKY&E=18&m=1_33146
4_AHMvwvs4AAJRESNPKMwNpayhB8oKY%2C1_331126_AGswys4AARKeSnpJ% 2B0D5A0v0axU%2C1_330789_AGwwys4AAVLSnpJhQJBYSOBsdy%2C1_330452
_AGHwys4AAHThSNpJAQCNPCJInfc%2C1_330115_AGBwvs4AAFSnpimoF 2XDNyBad%2C1_329778_AGOwys4AAVEZSnpINwweBMAWQw% 2C &sort=date&
order=down&stantMid=0&pSize=25&hash=709e78335c812d6faath796fef85cc20& jsrand=9639149&acrumb=uhY4W7BAIIZ& rand=1937008181 &enc=auto&cmd=msg.sc
an&pid=2&fn=P1010598.JPG&view=none

Active Users (Top 20) (Passive Only)

This report shows the top Internet users. Since the counter quecledsed daily at midnight, the most
accurate report will be generated at the end of each workday.

I S S His per User
TELEMATEVola.orr 7530  — 260

TELEMATE\daniel.garcia 7101 37

192.168.5.91 6683 m— 0

TELEMATE\james.wooden 6640 m— 321

TELEMATE\brett hujik 5699 m— 0

192.168.5.86 ATT5  — 0

TELEMATE\alysha.mccree 3448 w— 113 w=

TELEMATE\miles.ethridge 3319 m— 1M1

TELEMATE\darrin.patterson 2411 w— 0

TELEMATE\sean.oneil 1885 wwwm 0

mark 1793 wemm 0

TELEMATE\jeff.workman 1642 wem 4 T TELENATE o
192.168.5.87 1149 wm 0 lEMATRdo E1 173
192.168.5.15 909 wm 828 — 0 192.168.5.91 (11%)
TELEMATE\reuben.richardson 907 wm 0 B TELEMATE\jo... (11%)
192.168.5.205 816 m 16— E:;l;?ﬁg;i}bas (2;)
108.108.27.37 672 m 0 R EMATE\Q:... 26‘7;;
Guest VLAN-192.168.225.114 504 m 63 m ; (5%)
TELEMATE\eric.turner 426 m 0 LE (4%)
66.87.110.35 290 n 0 0 Other (24%)

Device Information



Blocked Users (Top 20) (Passive Only)

This report shows the users with the most blocked traffic.

Blocked Sites (Top 20)

This report, in "leadeboard" format, shows the top blocked sites by root URL, and how many times
user attempted to access each site.

Device Information































































































































































































































































