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Introduction 
NetSpective is a sophisticated Internet content filtering appliance that maximizes the performance and 

security of your data network by eliminating undesirable web traffic. Its rack-mount configuration easily 

connects to your network, and its filtering and operational controls are simple and flexible. The web 

hosted interface provides real-time status updates and control, including compliance with federal 

filtering mandates and communications tracking requirements. 

Passive Configurations for the NetSpective Content Filter 

As a Passive or Transparent filter, NetSpective prevents network performance degradation. Side Scanϰ 

is a firewall-independent filtering technology designed into NetSpective that reviews every packet of 

information going out to the web, including HTTP, HTTPS, FTP, NNTP, chat, peer-to-peer, Skypeϰ, VoIP, 

and streaming media, and interrupts connections to websites or file sharing applications that have been 

blocked. 

The signature based inspection incorporated into Side Scan enables a single NetSpective appliance to 

scale to support unlimited users in large networks as well as distributed networks leveraging 

NetSpective's ability to selectively replicate policy and device settings. 

Flexible user-defined categories, URL and IP address white list or black list import functionality, file 

extension control, and robust search term restrictions tighten security enforcement in sensitive, closed 

network environments where data loss protection is critical. 
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LAN A sends blocking/redirection commands such as Block Pages and Portal redirects. LAN B monitors 
all network traffic as it passes by. 

Web Proxy Configurations for the NetSpective Content Filter 

As a Web Proxy, in addition to web filtering, NetSpective traffic shaping optimizes service for high 

priority applications while providing flexible control over nonessential, resource-intensive and 

undesirable traffic. Traffic shaping schedules communication streams into different classes of service 

with bandwidth limits and priorities. Control extended by group policy and Internet category allows the 

flexibility to block, log, or prioritize traffic. 
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Addressing Proxy Avoidance with an Integrated Solution 

By combining both the Passive and Web Proxy solutions NetSpective expands protection by sealing 

security holes that often go undiscovered until the inevitable occurs. Proxy avoidance attempts can be 

caught without additional client-side configuration. 
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Software as a Service Configurations for the NetSpective Content Filter 

As a SaaS Offering, NetSpective is capable of filtering and reporting on traffic both on and off the 

network, through the use of Remote Agents. 

Security concerns and legal liability of threats caused by remote users increase sharply as computers 
leave your network's border security. Malware, spyware, phishing sites, closed P2P applications like 
Skype and proxy avoidance tools like Ultra Surf are the typical culprits. NetSpective's Remote Agent 
technology enforces internet policies regardless of physical location. 
 
Installed at the socket level in Windows and Mac operating systems, agents protect and log all remote 
user Internet activity, are password protected, and provide a complete audit trail of all internet activity. 
 

 
SaaS offering deploys Remote Agents to workstations, but hosts the appliance in the cloud. 



Introduction 5 

 

Passive Features 

¶ Configuration Options  
o Passive inspection using deep packet Side Scan technology 
o Remote Agent policy enforcement for mobile users with auditing 
o Mobile Portal with Pairing authentication for BYOD initiatives 
o IPv6 Support 

¶ Filtering Control  
o Over 100 Categories including URL, P2P, Protocols, and Malware 
o HTTPS and SSL Deep Packet Inspection 
o Micro-updates classification of unknown content 
o Unlimited Group Policies by user, group, time of day, day of week 
o Flexible Override control with automatic expiration 
o Scalable to filter unlimited users in NAT, Non-NAT, & roaming DHCP 
o Load-balanced and failover cluster modes 
o Centralized Management with policy & configuration replication 
o Web Browser Single-Sign-On authentication for Windows domains 
o LDAP Integration for users, groups, and device managers 
o YouTube for Schools provides group association for YouTube EDU accounts 

¶ Network Interoperability  
o Real-time Network Abuse Notification 
o Security profiles by group and category 
o Automatic system backups and One-Button product upgrades 
o On-Box drill down reports and a historical detail reporting suite 

 

http://www.youtube.com/t/education
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Proxy Features 

¶ Traffic Shaping (Prioritization and limits)  

¶ Divides bandwidth fairly between users  

¶ SSL Validation detects categories of SSL-CERT (Server has a certificate), SSL-NOCERT, and RAW  
o Blocking RAW and SSL-NOCERT will shut down Skype, Bit Torrent, Gnutella, etc...  

¶ Can block categories of Direct Connection - Unrated IP and Direct Connection - Unrated 
Hostname  

o Similar to HTTPS Unrated of passive product  

¶ Very fast (1gbps, 5000 users, 15000 connections)  

¶ Read only FTP->HTTP Gateway  
o You can browse to "ftp://microsoft.com" and the NetSpective will return a webpage 

with a directory list, or a file.   
o You can use a client like Filezilla, which supports a HTTP/1.1 proxy, to do full read/write 

FTP  

¶ High Availability Clustering Support (2 NetSpectives, 1 is in standby mode if the other dies)  

¶ Supports session based NTLM, Basic (LDAP), or Kerberos authentication  
o Works great in NAT or DHCP roaming scenarios  

¶ Supports most pre-existing NetSpective features 
o Supports all current authentication options (Portal, LogonAgent, Remote Agent)  
o Safe Search, Abuse, Policy Reminder, Hot Updates, Overrides, Group Policy, Block Page 

Overrides, LDAP 

¶ Supports IP based authentication methods like Logon Agent and Portal 

¶ Supports the Proxy Auto Configuration protocol, used by Internet Explorer, Firefox, and other 
browsers / operating systems 

¶ Supports IPv6 from proxy to internet 
 

Not Supported in Proxy 

¶ Terminal Server Agent is NOT supported by the proxy solution. Terminal Server users should just 
go through the proxy instead.  

¶ Protocol Detection (Like Chat protocols, P2P protocols) is NOT supported. (See above about 
RAW and SSL-NOCERT, which can accomplish the same task).  

¶ Protocols in the Group Policy screen only apply to Remote Agents communicating with 
NetSpective. 

¶ See hover text for more exclusive features. Example: HTTPS Unrated says Passive / Remote 
Agent only. 
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SaaS Features 

¶ Remote Agent policy enforcement for Windows and Mac users with auditing 

¶ Hosted in the cloud and contains most features seen in Passive product 

¶ LDAP Integration for users, groups, and device managers  
o Provided by request and requires professional services 

Not Supported 

¶ Load-balanced and failover cluster modes 

¶ Mobile Portal with Pairing authentication for BYOD initiatives 

List of Ports NetSpective Uses 

Below is the list of ports used by NetSpective Passive and Proxy.  

Service Port From Clients To OLS To NetAuditor 

Administration Interface TCP 80 / 443 X   

Portal TCP 81 X   

Logon Agent UDP 2020 X   

Terminal Server UDP 2050 X   

Remote Agent TCP/UDP 3001 X   

Proxy Port TCP 3128 X   

Block Page TCP 8080 X   

Software, Category Updates  TCP 21  X  

FTP Logging TCP 21   X 

NTP UDP 123  X  

SSL Host Validator Service TCP 443 / 4343  X  

Syslog TCP or UDP 514   X 

 

NetSpective IPv6 Passive Deployment  
NetSpective Passive can be deployed in two ways: 

We can deploy in an environment where the IPv4 stack is turned on.  

We can deploy in an environment where the IPv4 and IPv6 stacks are turned on. This is referred to as a 

Dual Stack environment. This enables IPv6 passive filtering. 

When working in a dual stack environment, we are making the assumption that every workstation can 

receive IPv4 traffic. While NetSpective will monitor all IPv4 and IPv6 traffic on the network, we will only 

send block pages and portal pages across IPv4. Traffic can still be intercepted and logged regardless of 

which stack the traffic appears on. However if you wish to receive a block page, the IPv4 stack will still 

need to be enabled.  
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NetSpective IPv6 Global Proxy Deployment 
NetSpective Global Proxy should also be deployed in a dual stack environment only. The difference is, 

the proxy appliance will be configured with both an IPv4 and an IPv6 address. 

 

As the picture above shows, there are now two Network tabs. One for IPv4 and one for IPv6. The 

appliance can still be configured as a single port proxy, or a dual port proxy. Each interface will require 

an IPv4 and IPv6 IP address. The appliance still relies on the environment being dual stack for receiving 

block pages across IPv4. The minimum requirement for enabling proxy is to have an Admin IP address 

and an associated Default Gateway. If you are using a dual port proxy, then you will want to specify an 

additional route for the External interface. 
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Device Information 
Under the Device Information heading, you will find links to various sections providing information on 

the version of NetSpective, licensing information, availability of updates, as well as network and CPU 

utilization. This section also provides links for easy access to your reporting tools. 

 

 

General 

Host Name Displays the host name of the current NetSpective device. Clicking the host name will 
open a dialog with additional system information. 

License Displays the current status of your NetSpective license. Possible status values are 
Inactive, Active, Grace, and Expired. Clicking the status will open a dialog with 
additional license information. 

Updates Displays the current status of device updates. Possible status values include Available, 
In Progress, and Current. Clicking the status will take you to the device updates page. 

CPU Load Displays the device's current CPU utilization as a percentage of the total. 

Network Displays the device's current network load in Mbps (1,000,000 bits per second). For 
passive devices, this is the total traffic seen by the Monitoring interface. For proxy 
devices, this is the total traffic being proxied for clients. 

Statistics The 'Statistics' link provides a quick look at the internet activity on your NetSpective 
device. 

Reports If enabled, the 'Reports' link will point to an install of NetAuditor somewhere on your 
network. NetAuditor can provide you with more detailed information about your 
Internet traffic using logs collected by your NetSpective device. 

 

System Information 

You can find the System Information dialog window by clicking on the hostname of your device. Here 

you can see information about your appliance including the time and date, the version of software the 

ŀǇǇƭƛŀƴŎŜ ƛǎ ǊǳƴƴƛƴƎΣ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ŀǇǇƭƛŀƴŎŜΩǎ /t¦ ǎǇŜŜŘ ŀƴŘ ƳŜƳƻǊȅΣ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ ŀƳƻǳƴǘ 

of time since the appliance was last rebooted. 
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System Information 

System Date Displays the device's current date. 

System Time Displays the device's current time at the moment you opened the dialog. The 
time zone will also be displayed in abbreviated form. To change the time zone or 
NTP server visit the ΨAdvancedΩ tab on the Device Settings page. 

System Version Displays the device's software version. Go to the Updates section to check for 
new updates that may be installed manually or to enable automatic updates. 

Library Version Displays the device's library (categorization list) version. The version contains a 
date and time value indicating when it was created. 

Total Updates Displays the total number of categorization additions or changes contained in 
the last library update that the device downloaded and processed. 
A library update can be incremental (containing only the changes since the last 
update) so the number displayed here does not necessarily indicate the total 
number of entries in the categorization list. 

CPU Speed & Memory Displays the device's current hardware information. 

Uptime Displays the number of day(s), hour(s) and minute(s) that the device has been 
running since the last boot. 
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License Information 

This section provides detailed information on the license of your NetSpective Appliance. If you wish to 

purchase additional licenses, or renew your subscription, please contact TeleMate.Net Software at 

(678)-589-7100. 
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License Information 

Product Level Displays the device's license level, which may be PURCHASED, EVALUATION, or 
NFR (Not For Resale). 

Filtering Mode Displays the device's filtering mode, which may be Proxy or Passive. 

Maximum Users Displays the maximum number of users your NetSpective is currently licensed to 
support.  

Maximum Connections 
(Proxy Only) 

Displays the maximum number of connections the device will accept 
concurrently from clients. 

Maximum Mbps 
(Proxy Only) 

Displays the maximum bandwidth the proxy can receive or transmit. This value 
limits the total of receive and transmit bandwidth. 

Remote Agent Users Displays the number of currently logged on Remote Agent users and the 
maximum number of Remote Agent users for which the device is licensed. 

Hostname Displays the device's unique identifier. All log files generated by the device will 
have this hostname embedded in the file name. 

Subscription Start Displays the date that your subscription to the NetSpective Online Service began. 

Subscription End Displays the date your subscription to the NetSpective Online Service will end.  

License Key Displays the device's license key code. If you have enabled log file encryption, 
NetAuditor will need this key in order to decrypt the device's log files. 

License Status Displays the device's current license status and features. 
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Updates 

The NetSpective device communicates with the NetSpective Online Service to receive updates and to 

send Adaptive Filtering, registration, and diagnostic information. The device may receive categorization 

changes, license renewals or changes, and system software updates. All communication is done via FTP 

and sensitive data is encrypted. 

 

Automatic or Manual Updates 

The default and recommended option is to enable Automatic Update, which ensures the device always 

has the latest categorization list. You may set the time of day and the day(s) of the week that you want 

the automatic update to occur. Alternatively, you can click the "Get Updates Now" button to 

immediately start an update operation. 

Micro Updates 

If you are licensed for this feature, you may set a higher frequency interval to check in with the Adaptive 

Filtering Service for updates. You may configure NetSpective to check for updates every 10 minutes, 1 

hour, or 3 hours in addition to the regular daily update. Micro Updates are only enabled on days for 

which Automatic Update is enabled. 

Installing System Updates 

Certain system software updates may require a confirmation by the System Administrator before they 

are installed. If there is a system update ready to be installed, its name and version will be displayed in 

the status window and the "Install System Update" button will be enabled. Click the "Install System 

Update" button to install the update. The device may reboot itself as part of the install process. 
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Statistics 

NetSpective provides several built in, real time, 'gas gauge' type reports as well as the ability to view or 

search a recent portion of the traffic activity log. For more detailed, flexible, and historical reporting, you 

may use NetAuditor to analyze your NetSpective traffic logs.  

The real time reports are cleared every night at midnight. The Blocked Sites and Search Reports have a 

limited size data buffer that may be reset at various times during the day. These reports display a note 

at the bottom indicating from how far back data is available. 

Recent Activity (Passive & Proxy), Recent Activity Summary (Proxy only), Blocked Sites and Block Page 

Overrides have the option to add overrides from the report. See Overrides in Reports for more 

information. 

Activity Reports 

Activity Reports are comprised of various access statistics illustrating the web traffic across your 

network. These include reports based on blocks, category accesses, protocols, groups and user 

summaries.  

Recent Activity 
 
This report shows recent internet activity blocked or monitored by NetSpective. Use the search field to 

find specific hostnames, users, IP addresses, or categories. Icons are shown if the request was blocked, 

an abusive category, or from a remote agent. You may use the search bar at the top of the report to 

search for specific activity. Recent Activity will also report on IPv6 traffic. Websites typically default to 

IPv4 if it is enabled, but you will find some that prefer IPv6. In the example below, Google is a good 

testing ground for IPv6 traffic. The IP address shown is that of the user workstation requesting the 

webpage from Google. 
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In proxy mode, you may click the icon to view additional data such as the priority, duration, total 
bytes received and sent, and any error status.  
 

 

 

Active Users (Top 20) (Passive Only) 

This report shows the top Internet users. Since the counter queue is cleared daily at midnight, the most 

accurate report will be generated at the end of each workday. 
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Blocked Users (Top 20) (Passive Only) 

This report shows the users with the most blocked traffic. 

 

Blocked Sites (Top 20) 

This report, in "leader-board" format, shows the top blocked sites by root URL, and how many times a 

user attempted to access each site. 

 

 

 

 

 

 

 










































































































































































