
Feature Matrix
Inline, Mobile Proxy, & Passive Web Filtering Solutions

NETSPECTIVE WEBFILTER

Common Features
• 100 Categories of URLs, P2P, Protocols, Malware 
• HTTP, HTTPS, TLS Validation, Web 2.0
• Anonymous Proxy Servers elimination
• User-defined categories with import and export 
• Protocols: Remote Access, VoIP, Skype,
• Enforcement by day, time with alternate policies
• Policy Reminder with acceptance tracking
• Network Abuse Detection with real-time notification 
• Overrides Scheduling with automatic expiration
• File Extension, Search Terms blocking & reporting
• “Safe Search” and YouTube for Education control

• Bridge Mode with Transparent TLS Inspection 
• Category, Group, User Level TLS Inspection
• Fail Open or Fail Close Configuration options

• Agentless Authenication
• Traffic Shaping by User Group and Content Category  
• Secure Policy Control for iPads and Chromebooks 

• Wirespeed performance with Fail Open Configuration  
• ISP & Educational Service Provider Configuation
• Port Independent Inspection
• Micro-update elimination of Anonymous Proxies

8 Core Rangeley Processor supporting up to 1 Gigabit throughput 
with preconfigured Fail OPEN and Fail CLOSED bypass interfaces. 

Model recommendation is based on bandwidth, user counts, mobile device types, and User Group TLS policies.

Hex Core Intel Processor supporting multiple Gigabit throughput. 
Optional 10 Gigabit Fiber bypass interfaces.

• Authentication by LDAP, NTLM, Logon Agent, Captive Portal, Token, and 802.11 WAP Agentless Authentication 
• LDAP Synchronization to Active Directory, eDirectory, Mac OS X Server
• Remote Agent filtering and reporting for mobile & home offices
• Remote Agent integration with Windows, Mac & iOS devices
• On Net/Off Net Extension for Chromebooks

• Scalable from 250 to unlimited users
• One Button Software Upgrades
• Centralized Management with Policy Replication
• Automated System Backup
• Micro-updates identification of unknown traffic
• Customizable Block, Policy Reminders, & Portal web pages 
• Full hardware warranty available

User Controlled Real-time Reports
• Recent Activity - Detail & Summary
• Recent and Popular Internet Searches
• Summary by Category, Group, User, Protocol, Blocked Sites 
• Block Page Override Audit
• LDAP & Local Managers Audit
• Current & Previously Locked Users
• Remote Agent Activity
• Access & Block Summary
• Proxy Overview
• Cluster Status
• Connection Detail
• DNS Cache Entries

Automated Detail, Summary and Historical Reports
• Exportable to XLS, PDF, HTML, CSV
• Inclusive & Exclusive Filters by User, Group, Category, Protocol
• Summary by accesses or volume with Web Proxy products
• Filters by Blocked, Allowed, Remote, Overridden, Policy Acceptance 
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Feature Matrix
Network Monitoring Software

NETAUDITOR REPORTING
FOR NETSPECTIVE

“Providing Internet services to 
many school districts in the Central 
Texas area, Internet filtering must be 
flexible, efficient, and cost effective 
for a variety of school environments. 
The NetSpective platform has been 
the best Internet filtering solution for 
Region 13.”

– Paul Chavez, Region 13 ESC Austin, Texas
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• Real-time dashboards
• On-demand reporting and automated distribution
• Distribution by e-mail, SMTP, FTP and web publishing
• Inclusive, exclusive and expression-based filters
• Report templates with object-level control
• Export formats include PDF, Excel, HTML, RTF & Delimited 
• Point-and-Click Custom Report Designer

• Unlimited graphical monitors
• Monitors support multiple object types
• Real-time inspection
• User-defined thresholds
• Notification by email, SMS, HTTP POST & report execution

• Automatic synchronization with NetSpective
• Anywhere, anytime access to all reports
• HTTPS web security with customizable profiles
• Access control by feature, group and report
• Unlimited data retention of summary, detail activity
• Installs in minutes
• Includes SysLog Server for real-time collection & SSL relay 
• No client application required; web-enabled user interface 
• “Set-it-and-forget-it” maintenance
• Lowest total cost of ownership

- Cisco PIX/ASA
- NetFlow
- Symantec Enterprise Firewall
- Microsoft Forefront TMG/ISA Server - Juniper/NetScreen
- Novell Border Manager

- FortiNet
- Checkpoint
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NetAuditor, The Complete SIEM Solution
• Automatic synchronization with NetSpective Content Filter, enabling ease-of-management 
	 and install-to-service availability in minutes

• Real-time collection and historical archiving of all activity across a single appliance or multiple

• Granular reporting controls not found in other solutions, including executive-level reporting 
	 with object-level control, selectable levels of detail, expression-based filtering, and maximum 
	 filtering flexibility on all fields in every report

• Enhanced monitoring and alarming with user-defined, trend-based network triggers to help 
	 administrators and management take immediate action

• Supports all popular firewalls, including:


