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NetSpectiveAuthentication Considerations

To properly configure NetSpective and enforce Internet group policeasew the following topics.
Careful consideration should be given to each during the initial deployment and as network changes
occur.

V Is NetSpectiveeing deployed in a passive or proxy configuration?

V Identify the network segment that NetSpective will monitor. Does the placement limit the control to
a single policy?

V Identify the types of network devices accessing the Internet for example: sd@is/Terminal)
desktopsJaptops, tablets, and smart phones

V Determine whether mobd devices need to be controlldmbth on and off the network

V How are wireless access points authenticating users? Is théhentication method utilizing
RADIU3

V Are network users required to authenticate into the network? If so what operating systems,
directory services, and domains need to be considered?

V Determine if Guests or unknown mobile devices need to be identified and if restricted levels of
Internet acces is required

V Has the network standardideon specific browsers? Has the administrator locked down the
browsers connection setting?

The Authentication Guide is split into three sections: Terms, Authentication Methods, and Installing /
GonfigurationMethods. The guide is meant as an overview during the deployment of NetSpective and
in the configuration of network services to ensure user and group level filtering control.

NETSPECTIVAUTHENTICATIGBDNSIDERATIONS



NetSpective Terms

To ensurethe NetSpective is properly deployeitljs importantto explain the terminology that wilbe

used throughout the Authentication Guide, the user interface, and help system. The following
explanation is not complete but is provided to establish a baseline during the deployment process.
Review eachtermandcdmi y dzS G2 GKS W' aS /+aSQ aSoOiAazy 2F (KA:

Users

A user is simply a name that identifies an IP address, or IP address range, a VLAN, or a Location from or
to which the Internet is accessed. NetSpective's Logon AgentofReAgent, Terminal Server Client and
Authentication Portals automatically report user information to NetSpective when users log on. These
users can be viewed and assigned to a grouparaksociated group policy for access enforcement.

1 The option toWse as locatiofcan be designated at the user level as a method of treating this
association as a physical location as in the case of a kiosk or media center. A location must have
a single IP or a range of IPs. Locations have a higher precedence thanaa usgu when
evaluating which group policy to enforce. For example, a NetSpective user, john.smith, is
configuredusing dynamic IP and a locatioMedia Centeris configured with a range of IPs.
When John Smith logsnto a computer that is in the Media @&r IP range, he will use the
group policy for the group that contains the Media Center location. If John Smith logs into a
computer outside that IP range he will use the group policy for group containing the NetSpective
user john.smith.

1 The optionto Wse with VLAN I@xan be checked to associate the user with the specified VLAN
ID for VLAN specific policy enforcement.

Users can be bridged to Directory Services including Microsoft Active Directory, Novell eDirectory, or
OpenDirectory for automatic synebnization to group policies, as well as imported from delimited files
or manually entered.

Groups

Users are assigned to a group either manually or by LDAP and each group has its own filtering policy.
Each group's filtering policy can be customized to ignmonitor, or block specific content categories at
specific times of day. All unknown or unassigned users are assumed to be members of the Public Group
and use its filtering policy. Ofteadministrators make the Public policy the most restrictive aatalcall

for access attempts that circumvent authentication. The Exempt Group's policy, edri@be changed,

always ignores all policy enforcement and logging for reporting purposes.

Group Policy

Every group can have its own policy that can tailore8ltuck, Monitor, or Ignore internet activity based

upon category, time of day, or day of week. Over 100 categories include Internet content that is
objectionable in nature, contains mature content, deemed +pvoductive, as well as bandwidth
intensive are povided for granular control. Additionally, protocol and péetpeer level control is
provided for enhanced management of chat applications, remote logins, streaming media, and HTTPS
access.

NETSPECTIVEERMS



At a group policy levetategories chosen to be blocked or nitmned can also be marked as abusive. If a
user is blocked a certain number of times, that user will have his or her internet access locked down
(disabled) for a specified duration of time. Alternatively, if the category is set to monitor, the user will be
presented with your company's Internet usage policy and must accept or decline the terms of the policy.
The user will be prompted again after a specified time out. Multiple levels of abuse options can be
defined on a Group Level from the Group Properpage then assigned categories by category within
the group policy.

Additionally, if the NetSpective is configured in Proxy Matdegory access can be prioritized using
userdefine priority setting. Prioritzation levels can be associated a group catgory level thus
providing granular traffic shapingpntrol.

LDAP Sources

LDAP sources are used to easily populate NetSpective with users or managers. LDAP sources support
bridging to Active Directory, eDirectory, or Open Directory as well as a combidti@ch as an
environment requires. After configuring a LDAP source, NetSpective groups can be configured to mirror
an Organizational Unit or Group available in that source.

Also, managers can be assigned to NetSpective and may use their LDAP pas$ogaht In the same
manor Users can be synchronized to grqupanagement privileges can boielegatedto Managers
using an LDAP OU, Group, or individual user accounts.

Creating or Updating LDAP Sources
To add a new LDAP Source, clickAdebutton. Tochange a source, click on the name of the source
you would like to edit. Once the dialog has opened, enter the appropriate information.

1 Namec¢ A name to identify the LDAP Source.

1 LDAP Type The LDAP Type can either be Active Directory or eDirectory.iShlel&l option
removes the LDAP Source as an option from group configuration.

9 IP or Hostname; The IP or Hostname of the LDAP server. A hostname requires NetSpective to
be configured to use a valid DNS Server.

1 Port¢ The port number specifies which TCPtpsused to connect to the server. If the LDAP
server is not using its default port you should set it here. If port 636 is selected, the LDAP
connection will be made using LDAPS (secure LDAP over SSL); however, the remote certificate
will not be verified.

1 Login DN; The LDAP Distinguished Name of the user who will login and view the users and
groups defined in the LDAP tree. This user should haveaeldaccess to the users and groups
in the tree and the users' group memberships. Using an Administratizeunt is not
recommended.

NETSPECTIVEERMS



Example Login DNs
Active Directory ' telematé\joe.smith

Active Directory cn=NetSpective LDAP,cn=Users,dc=example,dc=com

Active Directory cn=Joe Smith,ou=Development,ou=Telemate.Net Software,dc=telemate,dc
eDirectory cn=admin,o=test

Open Directory  uid=netspective,cn=users,dc=qa,dc=xserve,dc=com

Failure to select a proper hostname, user name and password will result in a verification failure. This is
most likelydue to an incorrect Login DN or that the LoBiN/password was typed in the in the wrong
case. If necessary, considexportingthe LDAP tree to an LDIF file and confirming the distinguished
name of the user.

1 Passwordg The password to authenticate the Login DN.

9 Search BaseA LDAP Distinguished Nathat will be used as the root (base) for LDAP searches.
In most cases, you will want to set the search base to be the root of your LDAP Tree. However, if
you are in a large organization you may choose to improve synchronization performance by
setting a moe selective search base that omits unneeded user or group objects. Make sure that
the user defined by th&ogin DXIhas readonly access to all objects under the search base.

Example Search Base

Type Search Base |

Active Directory' dc=telemate,dc=net
eDirectory o=test
Open Directory dc=xserve,dc=com

Integration with an Active Directory Forest

If your environment contains an Active Directory forest with multiple Windows domains, there are two
options for associating NetSpective groups with Active Dirgajooups containing users with mixed
domain membership. Both methods involve the use of a Global Catalog Server (GCS).

Option 1: Using Universal Groups

This method only needs one configured LDAP Source. This source must be a Global Catalog Server that
listens on port 3268. Configure this source with an empty search base or a search base that is above all
domains in the forest, for exampl#c=conYou may associate a NetSpective group to any Universal
Group in this source.

NETSPECTIVEERMS



Option 2: Using NotUniversd Groups

This method requires one LDAP source which is a Global Catalog Server, as described above in Option 1.
In addition, you must configure a regular Active Directory source (port 389) for each domain in the

forest. A source for each individual domasrequired because a Global Catalog server does not contain
enough membership information for neumiversal groups. You may associate a NetSpective group to

any group returned by the GCS source, universal or not.

LDAP Lookup Poedence Order

If multiple LDAP Sources are requiradrecedenceorder can be established by the order they exist in
the LDAP Source list. Theecedenceorder for associating users to groups is done alphabetically by the
LDAP Source name defined for each source.

Authentication Methods
Below is a flowchart depicting the order in which you should authenticate users.

| Steps to Setup Authentication for Users l

Configure Public Policy On Network

Authenticate your Workstations | On Network

LDAP Persistent Logon Agent
Configure LDAP Settings & Populate Groups with Users Windows, Terminal Server, Max OS X

Authenticate your Mobile Users on and off Network

Authenticate BYOD On Network

AUTHENTICATIOWETHODS



Public Policy

IP addresses can be statically assigned to a user or dynamically assigned by the Logdxil Agent.

unknown or unassigned users are assumed to be membkthe Public Group and use its filtering

policy. Often administrators make the Public policy the most restrictive as a catch all for access attempts
that circumvent authentication.

Important: Before installing the NetSpective Logon Agartonfiguringany of the NetSpective Portal
Authentication typesverify that all target client systems are correctly filteredh®/NetSpective

Appliance using the Public Group policy. This will ensure that your client systems can communicate with
the NetSpective Afipnce. Consult th&etting Startedjuide included with your Appliance and the
NetSpectiveddministrationHelp.

NetSpective Authentication Overview

Internet

()

NetSpective Logon NetSpective Logon NetSpective Persistent Logon NetSpective
Agent for Windows Agent for Mac 0S X Agent for Windows Mobile Portal

Logon Agent

The NetSpective Logon Agent is an executable used to map an authenticated user name to one or many
IP addresses assigned to thevite accessing the network. The Logon Agent sends packets over UDP to

a corresponding processing application on the NetSpective appliance. Different editions of the logon
agent exist for Windows, Macintosh, and remote computers. Ideally the Logon Agendl sfeoplaced

in specific shared folders on the domain controller. The application can then be called from a default
logon script (.bat or .cmd) file or from the directory service group policy object.

AUTHENTICATIOWNETHODS _




The logon Agent has multiple modes of operation, edollach can be tailored using simple command
line arguments. Flexible options enable administrators to customize the behavior of the application
including executing and terminating immediately where NetSpective processes the information with
minimal overh@d and no network burden generated by the application. Persistent modes of execution
also exist for dynamic handling of mobile devices in DHCP environments.

AllLogon Agenand Remote Agents sendickets over UDP to a corresponding NetSpective appliance.
Since NetSpective processes the information with minimal overhead, the network will not be burdened
with the trafficgenerated by the application.

Remote Agent

TheRemote Agent is an enhancementtbé& NetSpective lgon agent technology to extengbur
Internet Usage Policy to remote users that can béeaiton the network or off. Thagent installs as a
service and driver on remote workstatie where it monitors or blockgternet usage. It also maintains
an active communidan link with the NetSpectiveemote access appliance via the Remote Agent
Protocol. The Remote Agent Protoc®lised for policy decisions, logging, and configjoraand
software updates. ThiletSpective Remote Agent is currently suppdion Windows 32 and 64 bit
operatingsystems ad Mac C5 105-108.

Based on security practices atigk volumeof remote computers being filteredonsideration should be
given to placing a NetSpective appliance in the DMZ.

NetSpective Remote Agent

Remote Access
Users

Ve RemoteﬁAccess Appliance
Internet / ]
.
/
R
o
/
/ S
| Remote Agent , w
| Protocol
| s
\ \ P s
~ -— - DMZ -
N I: J/

( LAN

<
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Remote Agent Connection Settings

Before the Remote Agent can be usednitst know how to connect to your NetSpective Appliances.

You should specify all NetSpective appliances on your network with both public and private addresses.
Depending on the location of the remote access user, the netvandt the load on the appliancethe

Remote Agent client will choose to communicate with the appropriate NetSpective appliance. You may
KIS (2 aSié &2dzNJ FANBglLft (G2 F2NBINR !5t |yR ¢/t
Fd @2dzNJ TANBS g £t QawithikNeiSiEeétive. The/ordér kf$he seR&NBEedist £ A & U
makes no difference. When the Remote Agent client tries to connect, it broadcasts to all servers at once
and connects to the first one that responds.

Connection Set'ting5| Connection Failures‘ Client Settings. ‘ Mobile Browser ‘

To ensure that your remote clients behave correctly on all of your networks, enter the internal and external addresses for all
of your NetSpective devices. The default port is 3001, but it may be different for external addresses if you use port mapping.

Address List

W

192.168.5.80:3001

50.76.227.243:3001

Delete  |[| Add

Remote Agent > Connection Settings

Remote AgenClient Settings

After configuring the connection options, you are ready to install the client and apply the initial
configuration file. You can download the Remote Agent utility that will be installed on remote
workstations or laptops from the Utilityestion of the NetSpective interface. All configuration changes

are pushed to the clients via the Remote Access Protocol. Once the Remote Agent is installed, you must
download the encrypted configuration file from the appliance and install it on the remvot&stations.

If any of your users have administrative access to their workstations, you may also want to require an
uninstall password to make it harder to remove the Remote Agent software.

Connection Set'ting5| Connection Failuresl Client Settings. | Mobile Browser ‘

You may enable or disable automatic upgrades of the Remoate Agent client software. If you are using a disk image freezing
technology, you should turn off automatic upgrades. You may also set an uninstallation password so users with local
Administrator privileges can not uninstall the agent.

Settings

Automatically Send Software Upgrades to Clients
Y| Require Uninstallation Password

Password: esessssssss

Downloads

To download the Remote Agent installation package and configuration file, go to the Utilities download page.

Remote Agent > Client Settings

AUTHENTICATIOWNETHODS _



Remote Agent Connection Faileir

Occasionally the Remote Agent client might not have access to the NetSpective appliance and will act in
an offline mode. This could happen when initially accessing the internet from a hotel or wireless

hotspot. You will need to set the behavior of theent when it is offline. You have the option to permit

all access to the internet or deny all accesses with the exception of notable websites that you specify.
You also have the option to enable a user initiated grace period when you choose to denyaaltefss
situations where the user must hit an initial web page to activate their internet connection. When
2FTFEAYST GKS wSY2GS 13Syid gAaftf 23 GKS dzaASNRa |
appliance when it returns online.

O
[atN

Connection Setling,sl[‘.unnectiun Failures| Client Settings | Mobile Browser ‘

These settings affect the behavior of your remote clients when they fail to connect to a NetSpective server. You may choose
to allow the clients to access the Internet without restrictions, or you may choose to block all access except for a specific
set of hosts.

Block or Allow?

When the connection fails, block everything but whitelisted hosts.

Allow user initiated grace period of | 1 minute(s) every | 5 minutes.

Whitelist

n Host or IP

tm-mail.telemate.net

google.com
test.com

L2 Com

Delete  |[]  Add

Remote Ajent > Connection Failure

NetSpective Mobile Browser

The NetSpective Mobile Browser app for iPads is available for free Apible App StoreThe Mobile
Browser app #&ws you to monitor and filter internet content on an iPad device no matter where the
user takes it. We recommend that you use the Apple Configurator to install and configure the Mobile
Browser, as well as to lock down your iPad devices so that youresanst run Safari, remove the
Mobile Browser app, or bypass it by installing another web browser.

Mobile Browser Settings

NetSpective allows you to choose an authentication method for the Mobile Browser touse
identifyingthe user. You may choose tdleer use the device name (which can be specified in the Apple
Configurator) or to require the user to enter an LDAP login and password. If you dtioABe
authentication the loginnameand password entered by the user will be forwarded to your NetSpective
device via secure HTTP, which NetSpective will then validate using the LDAP sources you have
configured. If you choose LDAP authentication, we recommend that you chang#hAe agon
PromptQwhich is whatiserswill see wherthey areasked to logon.

AUTHENTICATIOWNETHODS _


https://itunes.apple.com/ae/app/netspective-mobile-browser/id515734351

It is important to set thePogon Agent Inactivifgimeout appropriately. When the Mobile Browser app

is not active on an iPad, the operating system will not atleevmobile browseto keep a link open to
NetSpective due to the impact on battery life. Whe filtered iPad is brought into school (betoffice)

in the morning andyrabs a new IP address on your wireless network, NetSpective will not know which
userhas logged onintil the Mobile Browser is opened. The inactivity timeout helps keep users from
having to reopen the Mobile Browser multiple times per day teestablish the link. If your iPads are
configured to check email every 15 minutes, we recommend that you set this value tigblea20
minutes.

Some organizations need the Mobile Browtetreat certain file types as attachments (e.g. pdf, epub,
doc). In the Attachment File Types section, you can specify filename extensions or MIME types that you
want the mobile browser to open as attachments. By default, the Mobile Browser has itsettings to

allow your users to add up to 5 of their own file types (which your users can find in the iPad Settings
app). If you do not wish to allow users to specify their own, you can ditiziblieature in the browser

by unchecking th&llowxheckboxn that section.

Connection S&tting,s‘ Connection Failures| Client Settings I WMobile Browser |

These settings only affect the iPad Mobile Browser app. We recommend that you test these settings in conjunction with the
Apple Configurator to install and configure the Mobile Browser, and to lock down your iPad devices so that it can not be
uninstalled or circumvented.

Authentication Settings

User ID scheme: LDAP Authentication -
LDAF Logon Frompt: TeleMate Authentication
Logon Agent Inactivity: 20 Minute(s)

Attachment File Types

Specify filename extensions (e.g. pdf, doc, rif) or MIME types (e.g. application/pdf, video/avi) for the file types you want the
maobile browser to open as attachments.

¥ Allow each iPad to define their own additional attachment file types
| W |Attachment File Type
pdf

.doc

Delete || Add

Remote Agent > Mobile Browser

AUTHENTICATIOWNETHODS



Mobile Compatible Portal

Mobile Compatible Portas usedo authenticate users from unknown IP addresses. You may configure
certain IP address ranges to use the portal by using the Authentication tab. dlfike rmompatible

portal's appearance is designed using HTML5 standards in order to optimize appearance on mobile
devices such as smart phones and tablets.

Customization I Authentication | Define Categories ‘YuuTuhe;Schuuls| SIP Options ‘ Advanced ‘

MNetSpective can require authentication from users with unknown IP addresses (IPs not statically assigned to a user or
dynamically assigned by Logon Agent). Users can be redirected to the Portal logon page, which may require a user name
and password to be entered manually (LDAP mode) or use automatic integrated Windows authentication (Windows mode).
MNetSpective devices in proxy mode may also use session based authentication using LDAP, Windows NTLM, or Kerberos
providers. Mote: IP/MNetmask rules are evaluated in order from top to bottom and the first matching rule is used.

Logon Agent Settings

Log out inactive Logon Agent Users at midnight
12 || Hour(s)

Authentication Rules

umn_m-l

range 10.0.0.0 255.00.0 Mo Authentication

rangez 172.16.0.0 25524000 Mo Authentication + ¥

range3 192.168.0.0 255255.0.0 Mo Authentication + &
Delete || Add

Filter Settings > Authentication

AUTHENTICATIOWNETHODS



Mobile Compatible Portal with Pairing
Mobile Compatible Portal wh Pairingis the same as the Mobile Compatible Portal, except that the
credentials supplied will be used to pair the mobile device to a user. Pairing is the association of a
mobile device with a NetSpective User for a specified amount of time. A tokenésated by the
NetSpective and stored on the mobile device. The token is then used to identify the association between
the mobile device and the assigned user until the timeout period is regaréd permanentlypair as

configured.

Zone Name:
Address:

Netmask:

Devlopment Zone
192.1685.86

Partal:

Mobile Portal -

Authentication

Method: LDAP  [ClWindows NTLM

Option: Pairing by Authentication

Timeout: Logon

[]Pairing by Request

30 Minute(s) -

Allow Temporary Access
Prompt: | Yes (Show Pairing page)
Paolicy Public
Timeout 30| | Minute(s)
Reset 5 minutes after timeout
Pairing Revalidation Period: 20 Minute(s) -
[ ok ][ cancel

Filter Settings Authentication: Click on a Rule

Portal Authentication Methods

t 2NIFE ol aSR

F dzi KSy GAOFGA2Yy OFY

0S5

t SOSNI ISR

authenticated before accessing the Internet through a browser. The portal is @esigforce usersad

authenticatewhen no other means of authentication is compatible with the devi

LDAP Authentication

LDAP Authentication provides simple, encrypted HTTPS based authentication that should be compatible

with any modern browser. Users' passwords will be checked sigany LDAP sources you have
configured. In addition, local NetSpective managers can authenticate using their NetSpective login name

and password.

AUTHENTICATIOWNETHODS
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Windows NTLM Authentication

Windows NTLM Authentication provides single sign on capabilities for Wind@ns s addition, some
browsers, like Firefox, also support this method on other operating systems like Liniaa@SX In
order to use Windows NTLM authenticatidWetSpective must be joined to a Windows domain. If for
some reason a Windows integratémjin fails, the user will be directed to the portal web page and will
be able to use his or her LDAP login if enabled.

When Windows Integrated Logon is selected, some users' browsers may require additional configuration
or the user may still be promptefdr authentication. In Internet Explorer, the NetSpective device will

need to be added to the 'Local Intranet Sites'. In IE 7, to add a local intranet site go te>Tiotdsnet

Options, then select the Security tab, select Local Intranet, click Sitethan select Advanced. In

Firefox, navigate to about:config. Then add the IP of the NetSpective device to network.autotimtic
auth.trustedturis.

Note: If you require aletailed configuration guide for configuring Internet Explorer for single
signonl dzi KSY GAOF GA 2y dzaAy3d 3 NRodiglringInferhedBExflgrer & 2 dz Y I
for Single Sig®Wn Authentication using Group PolidBsection of this guide.

Pairing Authentication

Enabling pairing will redirect engsers to a web page where thegn request to be paired. Pairing is the
association of a mobile device with a NetSpective User for a specified amount of time. A token is
generated by the NetSpective and stored on the mobile device. The token is then used to identify the
association beween the mobile device and the assigned user.

If Authentication is enabled, the authentication type must be one of the Mobile Compatible options in
order for Paiingto also be enabled. The option of a silent automatic pairing is also available foeslevi
where administrators do not wish to have users prompted when authentication is required. The option
can also be leveraged to create IP zone based pooling to a group policy.

Portal Timeout

When a user authenticates via the Portal, NetSpective wilkerafver that IP address to user association
for a specified time. You may configure the timeout to be based on traffic inactivity or based on time
from last log on. You may also enter the number of minutes or hours that Portal logons will be kept
before timing out. Mobile Compatible Portal with Pairing timeout is limited to time from last log on.

Pairing Allow Temporary Access

Instead of having the endser waiting for a manager to assign the device, temporary access can be
given. Granting temporary accessl assign the device to a specified Group policy. Temporary Access
shall timeout after the configured time.

Temporary Access can be configured to not prompt the-esel but pair automatically. However, if Pair
is used in conjunction with Authenticathe enduser must be prompted since they will have a choice to
either login or pair.
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Proxy or SessioBased Aithentication
Proxy or Session based authenticationngy available in NetSpective devices in proxy mode.

NetSpective devices in proxy mode nago use session based authentication. You may configure
NetSpective to advertise multiple methods of session based authentication, and clients can choose to
use any method they support.

Basic / LDAP

This option provides simple, encrypted HTTPS basexatication that should be compatible
with any HTTP client. Users' passwords will be checked against any LDAP sources you have
configured. In addition, local NetSpective managers can authenticate using their NetSpective
login name and password.

NTLM (Widows Integrated)

This option provides single sign on capabilities for Windows users. In addition, some browsers
such ad-irefoxalso support this method on other operating systesugh ad.inux and

MacOSX.

Note: You must join NetSpective to a Windowsrdon to use NTLM Windows authentication.

NetSpective WiFi Agent

The WiFi Agent is intended to solve the needs of ISDs and school districts using multiple wireless zones
with a need for transparent authentication. If users already are authenticatingigiriRADIUS, and are
receiving an IP address through the DHCP server, then té Mgent can be implemented. We can use
these sources to authenticate users in NetSpective for a transparent and secure login.
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NetSpective Wi-Fi Agent

((9)

/a/a

Collector Pro aggregator will bridge
DHCF & RADIUS logs and notify
NetSpective of authentication events

DHCP Server running TeleMate Collector
Pro to relay DHCP logs ( User Name [/ Mac
Address ) to Collector Pro Aggregator

Access Control Server will 5Y5L0G
RADIUS [Mac Address / IP Address)
logs to Collector Pro aggregator

How the WiFi agent works

Our goal is to gathehe information we need so that we cam properly authenticate a user.
NetSpective requires ldsernameandIP Addres&F 2 NJ | dzi KSY G A OF GA2y ® | SNB

1 RADIUS LogsContaining a MAC Address alftdlAddresses

1 DHCP Server Log€ontaininghe Usernameand MAC Address.

Aa

Collector Pro is a piece of software developed by TeleMate.Net software. It is a flexible, Windows based
application used to relay logs from one server to another in real time.

Collector Pro is used to relay these logshe WiFi Agent. The Wi Agent will then correlate the MAC
Addresses from each log, to determine the Username and IP Address of each user. This will then be sent
to NetSpective so these users can be given a filtering policy.

AUTHENTICATIOWNETHODS
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Use Case Scenario Examples
An organization may have various-¥dizones:

1 Guest Wireless
o Devices incompatible with WPA2 Enterprgs@uthenticated with
NetSpective Mobile Portal.
o0 Open WjiFi- Devices authenticating with a common password or a
Captive Portal System.
o Devices compatiblesith WPA2 Enterprisg Username and IP Address
authentication data is provided in the secure RADIUS logs.
1 Internal Wireless
o Devices compatible with WPA2 Enterprgsgsername and MAC
Address is gathered from RADIUS logs.

End User Experience

The WiFi Agenteduces the need for the NetSpective Mobile Portal. Users already authenticating
through RADIUS can be brought in with theRVAgent. With the Wi Agent deployment, the end user
will never be prompted for NetSpective authentication and no softwaredsde be put on their device,
giving them a completely transparent experience.

Investment Cost

The WiFi agent is a small, Windows based program. It can run on any type of Server or VM
environment. Log collection is done through the Collector Pro progaso,lightweight and Windows
based. We simply require a natedicated Windows server or VM to run the process of gathering this
data and relaying it to NetSpective. Since both programs are lightweight and flexible, this can be used
with any existing serveror VMs in your environment.

Deployment of the WAFi Agent

Since most customers have variousRVsolutions, we require at minimum, a day of professional
services for this deployment. Once deployed, the agent runs quietly in the environment with no
necesary customer interaction.

Deployingthe NetSpective Logon Agent from Microsoft Active Directory 2008
Active Directory relies on the Domain Name Service (DNS) to provide Group Policy access. This may
require installing DNS on the domain controller andfuring the client systems so that they use the
controller as their DNS server. Consult the appropriate documentation on Active Directory from
Microsoft for more details.
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1. Begin by accessing tiNetSpective Administrative Web Interface. Navigate tolthibties
sectionand select to download theogon Agent for Windows Domain Controllers
(LogonAgent.zip). Once downloadeldy | A LJ G KS O2yiSyida 27
location that is accessible from the Windows 2008 server.

GKS 1

Agents

Install Logon Agent on a Windows Domain Controller or Citrix Terminal Server to easily manage and filter logged on users.
Install Remote Agent on laptops so users can be filtered while outside your network.

Name Version File

Logon Agent for Windows Domain Controllers

301 LogonAgentzip
Windows | Citrix Terminal Server Agent 21 TerminalServerAgent exe
Logon Agent (Mac O3 10.5-10.8) 211 LogonAgent.dmg
Remaote Agent Client (Windows) 1224 RemoteAgent.msi
Remaote Agent Client (Mac 0S5 10.5-10.8) 1.1.80 RemoteAgent.dmg
Remaote Agent Configuration File A Configuration

Utilities

The LgonAgent folder contains several files. WFLogon.exe is the NetSpective application used to
associates domain user names to machine IP addresses. WFLogon.exe has several command line
parameters that may be used to tailor how the application executes ardthetly define default

values. WFCall.bat is a batch file that enables administrators to enhance the execution of the
WFLogon.exe if required.

& ogonAgent g@@
File Edit ‘iew Favorites  Tools  Help #
O Back - 2 ir 7~ Search Folders Ev

address (I3 Ciitempilogonfgent " a Go

MName Size  Tvpe
- .
File and Folder Tasks 20 B wfeall.bat 1KB M5-DOS Bakeh File
g & | Documentation, hkml 15KB Firefox Document
3 Make a new Folder F .
; ) owﬂogon.exe 329KE  Application
@ E\f:gsh this Folder to the Dimg File Folder

2. Next, &cess the Windows Server 2008 operating system and select Start, Programs, and
Administration Tools, fitowed by Group Policy Management. Navigate down the domain

listing. Select the domain where the users eRistt you wish to bridge to the NetSpective
Group(s).
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= File Action  Vew Window Help

B Group Policy Management

&= | smnlc|HE

;{I Group Policy Management
= 5\_\‘ Forest: corp.gatest.com
= (4 Domains
[ 3 corp.gatest.com
a7/ Default Domain Policy
2 | Damain Contrallers
m
WM Filters
]| Starker GPOs
[ Sites
sre @roup Policy Modeling
4 @roup Policy Results

Group Policy Objects in corp.qatest.com
Contents | Delegationl

Mame = | GPO Status | Ml Filker
|=] Default Domain Controllers P, Enabled MHaone
\=[ Default Domain Palicy Enabled MHane

3. wA3aKiG Of A0 2

y (GKS WDNRdzZLJ t 2f A08& hoaSoi

i File  Action  Wiew Window  Help

E Group Policy Management

&7z o0l HE

;-Q. Group Policy Management
= _\-\3 Forest: carp.gatest.com
= (&5 Domains

Group Policy Objects in corp.qatest.com

Contents | Delegationl

Mews Window from Here

El 5 corp.gatest.com Name = | GPO Status | I Filter
": Default Domain Policy |=[ Default Domain Controllers P, Enabled Mo
= Domain Contrallers -[ Default Domain Policy Enabled MHore
e -roup Poli = -
7 WMI Filters e
Gl Starter GPCs Back Up All...
[ Sites Manage Backups...
5 Group Policy Modeling Open Migration Table Editor
| Group Policy Results
Wiews 3

Refresh

Help

4. Onthe New GPO dialog@&S NJ Wb SG{ LISOGABSQ 2NJ |
YIEYAYy3d 02y @SylGAzyad W{2daNDS
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Action

Wiew  Window  Help

E,_: Group Policy Management

=L File

T YNEEEEIE =

_é Group Policy Management
=] _q\_\_ Forest: corp.gatest.com

Bl [55 Domains
E 3 corp.gatest.com

5| Default Domain Policy
2 | Domain Contrallers
= Group Policy Objects
& WM Filters

13 Starter GPOs

[ Sites
56 Group Policy Modeling
& Group Policy Results

Group Policy Objects in corp.gatest.com

Contents | Delegationl

Mame = | GPO Status

[ ot Fiber
IZ] Default Domain Contrallers P Enabled Maoke
= Default Domain Policy Enabled Mo

Marnne:
INetSpectivd

Source Starter GPO:

I [mome)

Cancel |

2L File

Ackion

Wiew

Window  Help

NRdzLd t 2f A0é hoes
tgR aSt SO0 w

E Group Policy Management

€= 708X 6 HE

4

_é Group Policy Management
= _q\_\_ Forest: corp.gatest.com
= [ &5 Domains

[ 3 rorp.gatest.com
s Default Domain Policy
2| Domain Controllers
Bl [ 5 Group Policy Objects

NetSpective
Scope I Delailsl Settingsl Delegationl
Links

Diizplay links in this lacation: I corp. qatest.com

The fallawing sites, domaing, ahd OUsz are linked ta this GPO:

Imnpork Setkings. ..

Save Repor!

3 ]
= g:::z:t gzz:;: EDU;EDHEH P Location | Enfolcedl Link Enabled| Path
:]’ Mets =
 rias
Ll Starker GPOs GPO Skatus 3
Sites —
56 Group Palicy Modeling BackUp... iltering
L roup Policy Resulks Restore from Backup...

in thiz GPO can only apply ta the following groups, users, and computers:

(Eooo

ticated Users

Wiew

e Window From Here

Copy
Delete

Rename
Refresh

H.. Remaove | Froperties |

ing

Help

linked ta the follawing Wikl filker:

ar

j e |

6. Upon selectindgdit, the Group Policy Management Editor will open for the NetSpective GPO.

bl @A3II GS

02

W a8NJ /2y FAIANI GA2y QS

script in the right pain of the editor.

Wz Ay R264
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‘ Group Policy Management Editor
File Action Wiew Help

L EIEEN  Na:

\=] Metspective [QATESTE.CORP.QATEST.COM] Policy

B Scripts {Logon/Logoff)
= i Computer Configuration
-

1 Policies Logon MName |
| Preferences 2| Logon
= i Lls.,er Configuration Display Properties | Logoff
=] || Policies o
| Software Settings Description:
B 7] windows Settings Caontains uset logon scripts,
_#} Remote Installation Services
=] (Logo

E Security Settings
(L] Folder Redirection
% Policy-hased oS
Internet Explorer Maintenance

| Adrninistrative Templates: Policy definitions ¢,
| Preferences

7. Select the Logorcsipt. Right click or double click to diap the logon script properties and
select the Add button.

Logon Properties ﬂ B

Seripts |

= Logon Scripts for MetSpective

Mame | Parameters |

Up

Wawh

Add...

Edit... |

Femaove

d

To view the scipt files stored in this Group Policy Object, press
the buttan belaow.

Show Files... |

Qk I Cancel | Spply |

Script Mame:

I Browse. .. I

Script Parameters:

L] Cancel
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8. CN2ZY (KS W! RRseléct BioodeNexthceess sha folfle2yd8u unzipped the
LogonAgent.zip into frorBtep 1 Select and Copy both the WFbogxe and WFCall.bat into
the default folder the Browse opens to. This folder is the folder for the NetSpective GPO.

'( )( ) | * User = Scripts ~ Logon v lml ISearch Lﬂ]
Organize ¥ =5 Views ¥ Mew Falder (7]
Favarite Links MName -+ | -| pate modified [ ~| Type | =] size |-
@ wlogon 7182011 4:07 M Application 329 KB
Bl Deskiop Ewhcal 7i8/2011 4:18 PM  Windows Batch File 1KB
1M Camputer
T‘ Documents
‘.E Pictures
TJ‘ Music Wiew 3
i Recently Changed S0tk By b
‘E,’ Searches ERIDEE '
i Stack By 3
Fuplic Refresh
Paste Shorkout
Ty 4
Properties
Folders ~
File name: | wicall =] JanFies I
Open I Cancel |
A

9. Select either the WFCall.bat or WFLogon.exe based on your requirements. Command line
LI NI YSGSNB | NB SELX FAY SR R JtAYE dzyl RNG NI SWizSOBXT1R v
select OK to save. Continue the save process until you have returned to the NetSpective GPO in
the Group Policy Management dialog.

Add a Script E3
Seript Mame:
wacall.bat

Script Parameters:

Ok Cancel
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10. Once you have returned to the NetSpective G&&lect the [Btail tab to confirm (or sethe
GPOstatug 2 W9yl 6f SR Q® exit the Bolp RolgyMaha§eim&n2 y >

gGroup Policy Management

= File  Action  View ‘Window Help
€= 5ElclH
;’-‘:u G_‘r;up Palicy Managerent NEtSpECﬁVE
= Forest: corp,gatest.com - . 5 5
E 2 Domains Scope Details |Settlngs| Delegatmnl
B & corp.qatest.com Domain: corp.gatest. com
== Default Domain Policy
3| Domain Cantrallers Owrer; Domnain &dming [CORPYD ormain &dming)
=l [z Group Policy Objects
| Default Domain Contrallers P Created: 9/29/2011 3:30:30 AM
' Default Domain Policy
=] MetSpective t odified: 942972011 330032 &M
7 WMI Filkers 1 . 0IAD1 0 |
] Starter GPOs el version: [AD], 0 [zyswal]
[ Sites .
55 Group Policy Madeling Computer wersion; O[AD), O [syswal]
&) Group Policy Results Unique 10 104915045120 -4066-414E -CIF520037 3741
GPO Statuz Enabled j
All gettings disabled
Comment: Computer configuration seftings disabled
|ger configuration settings disabled

11. Now all users accessing the network will automatically execute the NetSpective logon Script
executed based on the parameters provided.

WFLogon Command Line Parameters
Allflags that can be used with the WFLogon.exe:

P The Persistent flag instructs the WFLogon.exe to remain running in order to groduc
instant notification to the NetSpective appliance when IP addresses change while a user
is logged into the network. Thisigeal for wireless devices.

-S The Silent flag hides the persister parameter) application in the Windows systray
icon.

-V The Verbose flag logs execution and exceptions to the Windows Event Log.

-q The Quit flagoften referred to as the logofiag, is used to perform a forced logoff or

disassociation of the LDAP User ID to an IP address. This flag should not be used in
conjunction with the persistent flag.

-u The Username flag & optional setting used as a mechanism to ask the OS for the us
name.
-d The Domain flag @n optional setting used as a mechanism to ask the OS for the

domain name.
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Windows SamplelLogon Script
Please refer to the following example of a short logon script, which includes the required call to the
NetSpective LogoAgent.

REM Sample net logon script
REM SMS calls for net boot, etc...
REM CALL\\ PDCOINETLOGOKImsIs.bat

REM Add some basic network shares
REM netuse H: \\ Serverl \ UserFiles
REM net use K: \\ Server2 \ Utilities

REM Sync time with server
REM nettime \\PDCOL1 /sety

REM add a call to NetSpective logon agent, located in this share
REM use full UNC path

REMuse p for Persistent operation in Mobile DHCP environments
START\\ PDCOLNETLOGOMflogon -p 10.0.30.1

Codecan be copied and pastetP Addressesra examples only.

Note: If you are running multiple appliances in replication mode, the addresses of both appliances
should appear in the logon script.

Configuring Internet Explorer for Single Sighin Authentication using Group
Policies

Internet Exploreeenables network administrators to force single s@nDirectory integration. Below
are the steps required to on instruct IE to integration authentication with NetSpective by sharing zone
security setting.
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1. Open Group Policy Object Editor and navigate weflConfiguratioxWindows
Setting$internet Explorer Maintenané&ecurity].

"fii Group Policy Object Editor S [=] .
File Action Yiew Help

e | Bn 2 @

Z} IE Setup [se-adc01.se.telemate.net] Policy Mame | Description |
EI @ Computer Configuration ,ibjSecuril:y Zones and Content R... Settings for content ratings and ...
| E-{1 Software Settings Bl authenticode Settings Settings for authenticode

-1 Windows Settings
\ @-(1] Administrative Templates
El @ User Configuration
(-] Software Settings
-] Windows Settings
. i!"; Remote Installation Services
& {‘:-)]] Scripts (LogonfLogoff)
Bl Security Settings
(#-(_]) Folder Redirection
= aﬁ Internet Explorer Maintenance
éﬂ Browser User Interface
-] URLs
; 5_| ecurity
(#-(] Administrative Templates

2. Double click on Security Zones and Content Ratings to bring up the properties windows.

Security Zones and Content Ratings ﬂ E I

Securty and Privacy Settings |

*Y'ou can customize the settings of each security zone as well as customizing the privacy settings. These settings
muzt be made through the Modify Settings button below, For more detailed help, refer to the help documents.

Security Zones and Privacy

= Do nat customize secunby zones and privacy

& |mport the current security zones and privacy settings

Content ratings allow you to prevent uzers from viewing sites with rigky content. B atings are set on a per-site basis
and are rated by the author for degrees of risky language, nudity, and viclence.

Content R atings

f* Do not custarnize Content Ratings

£ Impart the current Content Ratings settings

Modify Setings

(1] 4 | Cancel | Apply | Help |

3. In the Security Zones and Privacy, click on the Modify Settings button.
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4. In the InternetPropeties window click on the Locaitranet zone and then click on the Sites

button.
Internet Properties n
Security I Plivacyl
Select a 'Web content zone to specify its security settings.
Intemet [RSSEIE=e  Trusted sites  Restncted
sites
Local intranet
" | This zone contains all W_’eb sites that Sites... |
3 5 are on your organization's intranet.
r— Security level for this zone
Custom
Custom settings.
- To change the settings, click Custom Level
- To use the recommended settings, click Default Level.
Custom Level... | Default Level |
0K I Cancel I Spply l
5. Type in the IP Address of your NetSpective appliance and click the Add button and then click

the Close button.

Local intranet | 7]

‘t ‘¥ou can add and remove Web sites from this zone. Al Web sites
__/ in this zone will use the zone's security settings.

Add this 'Web site ko the zone:

| 192.168.10.90]

Web sites:

hicp: fisystemn Remoye
http: flocalhost
https:flocalhost

[™ Require server verification (https:) For all sites in this zone

Close |

IP Addresses are examples only.

6. Next,on the Intenet Properties Window, click the Custom Level button.
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7.

Scroll down to the User Authentication section and set the Logon propedutomatic
logon only in Intranet zoreYou may also seletutomatic logon with current username

and passworfinstead,but this option may introduce some security concerns.

Security Settings

EE

Setkings:

O Disahle _:_I
{® Enable
O Prampt

@] Scripting of Java applsts
O Disahle
@ Enable
) Prompt

ﬁ User Authentication

ﬁ Logon
O Anonvmaous logon
& Automatic logon onky in Intranet zone
O Automatic logon with current username and passwi

) Prompt for user name and password =

4|

| N

= Reset custom setkings

Resek to: |Medium—low

=] Resst |

| O | Cancel |

Note: In Firefox, navigate to about:config. Then add the IP of the NetSpective device to

network.automatientlm-auth.trusted-uris.

Deployingthe NetSpective Terminal Server Agent

The NetSpective Tinal Server Agent can be found on the NetSpective appliance under Utilities. The
Terminal Server Agent consists of a configuration utility and a Winsock Layered Service Prd®jder (LS
module. LSPs are usbyg antivirus, antispam and antispyware vendrs to scan and block harmful

data in connections. The NetSpective LSP intercepts the initiation of TCP sessions to inform NetSpective
about connection ownership. Please install NetSpective Logon Agent for Terminal Server on every
Terminal Server in youretwork to provide personalized filtering policies for all of your users.

Note: If NetSpective is offne or fails to respond, a terminal serveser might experience a
three second delay when starting a network application. If the NetSpective deviceofails
respond,theusers A f £ 0SS &adzomaSOodG G2

0KS 3INPRdzL) L2t AOe T2
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The Configuration Utility

This utility shows you what LSP's you currently have registered and allows you to register or unregister

the NetSpective LSP. You malso enter the IP addresses of all NetSpective devices monitoring the
OdzNNBy i aSNBSNRa O2yySOGAz2y (G2 GKS AyGSNySao LT @
NetSpective device on your network, you need to run this utility to update the IP addresésu are not

required to reboot after making this change. However, if you choose to register or unregister the

NetSpective LSP, it is necessary to reboot the server.

IP Addresses are examples only.

If you do encounter conflicts with another Layeredvs@ Provider, we provide a commatide utility
for trouble-shooting, installing, and removing LSP's. By default, it is installed here:

1 Utility: \Program FileadNetSpective Logon AgahiSPInstall.exe
1 DocumentationAProgram FilédNetSpective Logon AGaREADME.TXT

Windows Server 2003 / 2008 (x8&4)
The current release of NetSpective LSP supports bothit3thd 64bit applications.
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